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THE PROBLEM: COMPLEXITY HINDERING ADOPTION

The burgeoning Web3 ecosystem, built on the promise of decentralization and
user empowerment, faces a critical infrastructure bottleneck. Integrating
blockchain functionalities, particularly payments and cross-chain interactions,
remains excessively complex, fragmented, and resource-intensive. Developers
grapple with disparate APIs, inconsistent SDKs, chain-specific nuances, and
security risks, while businesses struggle to offer seamless crypto experiences
comparable to traditional Web2 services. This friction significantly impedes
innovation and slows the mainstream adoption of decentralized technologies.

THE SOLUTION: NETRUM'S UNIFIED GATEWAY

Netrum emerges as the definitive solution to this infrastructural challenge. It
is a developer-first, unified Web3 gateway engineered to abstract away the
complexities of blockchain interaction. Netrum provides a comprehensive,
modular suite of APIs, SDKs, and tools that enable businesses and builders to
seamlessly integrate crypto payments, manage digital assets, interact with
smart contracts, bridge across chains, and leverage advanced Web3
functionalities all through a single, consistent interface. Our mission is to

make integrating Web3 "as simple to integrate as Stripe or Firebase," unlocking
the ecosystem's true potential.

CORE OFFERINGS: PAYMENTS, WEB3 APIS, Al INFRA

CORE
OFFERINGS

.
e =
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o Netrum delivers its value through three synergistic pillars:

« Crypto Payment Gateway: A robust, merchant-focused solution for accepting
diverse cryptocurrencies across multiple chains with features like instant
settlement, automated wallet management, real-time tracking, and integrated
swaps.

« Web3 Gateway: A comprehensive toolkit of advanced APIs such as MultiSig,
Swap, Bridge, Domains, Contract Management, NFT Tools empowering developers
to build sophisticated dApps and Web3-integrated platforms without deep
blockchain expertise.

o Web3 Infra AI Future: A pioneering suite leveraging artificial intelligence
to automate contract generation, enhance security auditing, provide
intelligent developer assistance, and further streamline the Web3
development lifecycle.

KEY DIFFERENTIATORS & VALUE PROPOSITION

o Unified Multi-Chain Access: Seamless interaction across major EVM chains
like Ethereum, Polygon, BNB Chain, Arbitrum, Optimism, Base and planned non-
EVM networks like Solana, Bitcoin via one integration.

e Dual API Architecture: Flexible integration paths with a Light API for rapid
deployment and a powerful Hard-Core API with optional Node hosting for deep
programmability and performance.

o Developer-Centric Ecosystem: Focus on intuitive SDKs planned for JS, Python,
Go, comprehensive documentation, sandbox environments, and responsive
support.

o Enterprise-Grade Security & Performance: Built on a scalable, secure
architecture with end-to-end encryption, robust authentication, fraud
prevention, and high-throughput capabilities.

o Forward-Thinking AI Integration: A clear vision to leverage AI for
simplifying development and enhancing platform capabilities.

COMMUNITY-DRIVEN VALIDATION: THE TESTNET INITIATIVE

Netrum's launch is underpinned by a multi-phased, gamified testnet program.
This initiative engages early adopters through a whitelist system, rewarding
active participation like API testing, feedback, bug reporting via points and a
leaderboard. Top contributors gain exclusive NFTs, priority access, and
potential eligibility for future governance roles or token allocations,
ensuring the platform is rigorously tested and refined by the community it
serves before mainnet launch.
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INTRODUCTION: THE CRITICAL NEED FOR ROBUST
WEB3 INFRASTRUCTURE

WEB3'S PROMISE AND PRESENT HURDLES

Web3 represents a fundamental evolution of the internet a shift towards a
decentralized, trust-minimized, and user-owned digital realm. Powered by
blockchain, crypto-assets, and novel incentive mechanisms, it unlocks
possibilities for transparent finance DeFi, verifiable digital ownership NFTs,
community-governed organizations DAOs, and immersive virtual experiences.
However, the transition from the centralized architecture of Web2 is hampered
by significant infrastructural immaturity. While enthusiasm and innovation
abound, the underlying "plumbing" of Web3 often struggles to support the
demands of real-world applications and mainstream users, creating a critical
need for foundational improvements.

DIAGNOSING THE INFRASTRUCTURE GAP

Several core deficiencies currently plague the Web3 infrastructure landscape,
hindering its growth trajectory:

MULTI-CHAIN FRAGMENTATION & INTEGRATION OVERLOAD

The proliferation of Layer 1 and Layer 2 blockchains, each with unique
strengths and weaknesses, has created a fragmented ecosystem. Developers
seeking to build cross-chain applications or support multiple networks face a
daunting task: learning disparate languages and tooling, managing inconsistent
APIs, navigating complex and often insecure bridging protocols, and maintaining
separate infrastructure for each chain. This lack of interoperability and
standardization drastically increases development complexity, time-to-market,
and operational overhead.

PERFORMANCE CONSTRAINTS VS USER EXPECTATIONS

Many blockchain networks, particularly popular Layer 1s, suffer from inherent
limitations in transaction throughput and latency. This results in network
congestion, volatile and often high transaction fees gas, and confirmation
times that feel sluggish compared to the instant finality users expect from
Web2 applications. While Layer 2 solutions offer significant improvements,
integrating with them adds another layer of complexity. This performance gap
remains a major barrier for use cases requiring speed and cost-efficiency, such
as micropayments, high-frequency trading, or blockchain gaming.
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PERVASIVE SECURITY RISKS & TRUST BARRIERS

The immutable nature of blockchain transactions means that security failures
often lead to irreversible losses. Smart contract vulnerabilities, private key
compromises, oracle manipulation, bridge exploits, and sophisticated phishing
schemes constantly threaten users and protocols. Building secure applications
demands deep expertise and rigorous, expensive audits. The frequent occurrence
of high-profile hacks erodes user trust and confidence in the ecosystem,
deterring risk-averse individuals and institutions. A lack of standardized,
reliable security infrastructure is a critical impediment.

PERVASIVE SECURITY RISKS & TRUST BARRIERS

Compared to the mature tooling and established best practices of Web2, Web3
development often involves navigating poorly documented APIs, immature SDKs,
complex state management, and challenging debugging environments. For end-
users, the experience is frequently marred by confusing wallet interactions,
opaque transaction fees, the anxiety of sending funds to cryptic addresses, and
the lack of recourse for errors. This friction on both sides significantly
hinders adoption and makes building user-friendly dApps unnecessarily
difficult.

NETRUM: THE DEVELOPER-FIRST INFRASTRUCTURE LAYER

Netrum is architected explicitly to address these fundamental infrastructure
gaps. We believe that harnessing the power of Web3 should not require
navigating a labyrinth of complexity. Netrum provides a unified, cohesive, and
developer-centric infrastructure layer that abstracts away the underlying
friction. By offering standardized APIs, multi-chain compatibility, robust
security, and performance-optimized services through a single integration
point, Netrum empowers developers to focus on innovation and user experience,
dramatically accelerating the development and deployment of next-generation
decentralized applications and services.

DIAGNOSING THE INFRASTRUCTURE GAP

1.The Unified Web3 Gateway: A powerful suite of APIs and tools providing
access to diverse blockchain functionalities beyond payments like wallets,
swaps, bridges, contracts, NFTs.

2.The Seamless Crypto Payment Gateway: A specialized module enabling merchants
and businesses to easily accept global crypto payments.

3.The Visionary Web3 Infra AI: A future-focused initiative leveraging AI to
further simplify development, enhance security, and provide intelligent
assistance.
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NETRUM CRYPTO PAYMENT GATEWAY: POWERING
SEAMLESS GLOBAL COMMERCE

OVERVIEW: MAKING CRYPTO PAYMENTS EFFORTLESS

The Netrum Crypto Payment Gateway is engineered to demystify and streamline
cryptocurrency acceptance for businesses worldwide. It provides merchants, e-
commerce platforms, SaaS companies, and creators with a simple, secure, and
efficient way to integrate digital asset payments into their workflows. By
handling the complexities of multi-chain transactions, wallet management, real-
time confirmations, and settlement, the gateway allows businesses to tap into
the rapidly growing crypto economy without requiring specialized blockchain
expertise. It aims to make accepting crypto as straightforward and reliable as
traditional online payment methods.

KEY FUNCTIONALITY & MERCHANT BENEFITS
BROAD MULTI-CURRENCY & MULTI-CHAIN ACCEPTANCE

Cater to a diverse global customer base by accepting payments in the most
popular cryptocurrencies and stablecoins across leading blockchain networks.
e Supported Assets Initial: ETH, USDT, USDC, BNB, MATIC, and other major ERC-
20/BEP-20 tokens.
o Supported Chains Launch: Ethereum, Polygon, BNB Chain, Arbitrum, Optimism,
Base, Linea, Scroll.
Planned Expansion: Solana, Bitcoin v2, and other relevant networks.
This broad support maximizes reach and customer convenience through a single
integration.

NEAR-INSTANT SETTLEMENT & REAL-TIME TRACKING

Benefit from significantly faster settlement times compared to traditional
banking systems minutes vs. days. Netrum provides real-time invoice tracking
and instant payment notifications via webhooks, ensuring merchants' systems are
always up-to-date on transaction status Pending, Paid, Confirmed, Failed, etc.

NETRUM 2025 © All Rights Reserved 07



SIMPLIFIED INTEGRATION: LIGHT API & CHECKOUT TOOLS

Get started quickly with minimal development effort using intuitive integration
options:
o Light API: A streamlined RESTful API designed for rapid integration of core
payment functionality, complete with robust webhook support.
o (Checkout Button API: A customizable, embeddable widget offering a familiar
and secure one-click payment experience for customers.
o Hosted Invoices Planned: Future capability to generate simple, shareable
payment links.

AUTOMATED WALLET MANAGEMENT & SEGREGATED VAULTS

Eliminate the burden of managing multiple private keys and addresses. Netrum
automatically provisions secure HD wallets for merchants.
o Default HD Wallet: Securely assigned to each merchant account.
o Segregated Vaults: Option to create multiple sub-wallets under a single
account for organizing funds by department, location, or purpose.

INTEGRATED TOKEN SWAPS AT CHECKOUT

Enhance customer convenience and conversion rates by allowing payments in one
supported cryptocurrency while settling in another.
« Native Swap API: Facilitates instant, on-the-fly token swaps during the
payment process, leveraging integrated DEX aggregators for competitive rates
without redirecting the user.

ARCHITECTURAL FLOW: FROM INITIATION TO SETTLEMENT

Invoice Generation Transaction Monitoring Real-Time Notification
Netrum issues a unique invoice, presents Multi-chain monitoring (or optional Webhooks instantly notify the merchant
supported asset/chain options, and Node) detects the incoming of events (e.g., PaymentDetected,
assigns a dedicated payment address. transaction in real time. PaymentConfirmed).
01 | 03 I I
1 | 1
:: @@ . :
1 | 1 1
1 | 1 1
I 02 i 04 i i
¢ [ ® ®
Request Initiation Payment Execution Verification Settlement
Merchant triggers a payment request Customer transfers the specified The system waits for required block Upon confirmation, funds are credited
via APl or Checkout Button, specifying crypto amount from their wallet to the confirmations and verifies payment to the merchant’'s wallet and auto-
amount and settlement currency. provided address. amount and validity. converted per settings.
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The Netrum payment process prioritizes efficiency, transparency, and security.

1.

Request Initiation: Merchant application triggers payment request via Light
APT or Checkout Button, specifying amount and desired settlement currency.

. Invoice Generation: Netrum generates a unique invoice and provides customer

with payment options supported assets/chains and a dedicated payment
address.

. Payment Execution: Customer sends the specified crypto amount to the Netrum

address from their wallet.

. Transaction Monitoring: Netrum's multi-chain monitoring system detects the

incoming transaction. Optional Node deployment by merchant can accelerate
local detection.

.Confirmation & Verification: The system tracks block confirmations based on

security requirements for the specific chain and verifies payment amount and
validity.

.Real-Time Notification Webhook: Netrum sends instant status updates like

PaymentDetected, PaymentConfirmed to the merchant's configured webhook
endpoint.

.Settlement & Conversion: Upon confirmation, funds are credited to the

merchant's Netrum wallet. Optional automated conversion to stablecoins or
fiat planned occurs based on settings. Funds are available for payout
according to configured schedules.

MERCHANT CONTROL CENTER: THE NETRUM DASHBOARD

A comprehensive web-based dashboard provides merchants with full visibility and
control:

Analytics & Reporting: Real-time monitoring of transaction volume, success
rates, revenue by asset/chain, and detailed transaction history.

Wallet Management: View balances, manage segregated vaults, configure
settlement preferences including auto-conversion, and securely manage payout
addresses.

Integration Tools: Generate/manage API keys, configure/test webhook
endpoints, customize checkout widget appearance.

Account Settings: Manage user access, security settings, and compliance
information.
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UNCOMPROMISING SECURITY & PROACTIVE COMPLIANCE

Security forms the cornerstone of the Netrum gateway:

Secure Wallet Architecture: Industry-standard HD wallets BIP32 with robust
key management, encryption, and potential HSM utilization.

Robust Authentication: JWT + API key authentication, IP/domain whitelisting,
role-based access control.

Transaction Security: Real-time monitoring, fraud detection algorithms, swap
slippage controls.

Data Protection: End-to-end TLS/SSL encryption, adherence to data privacy
regulations like GDPR.

Compliance Framework: Integrated KYC/AML procedures leveraging third-party
providers where necessary, ongoing monitoring of regulatory landscapes, and
pursuit of relevant licenses like Luxembourg registration, FinTech/Crypto
licenses.
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COMPETITIVE EDGE: WHY NETRUM EXCELS?

Netrum surpasses traditional payment methods and first-generation crypto
solutions by offering:
e Unified Multi-Chain Simplicity: Eliminates the need for multiple
integrations.
o Superior Developer Experience: Intuitive APIs, tools, and documentation.
« Enhanced Speed & Efficiency: Near-instant settlement and optimized flows.
« Integrated Functionality: Native swaps and automated wallet management.
e Robust Security & Compliance: Enterprise-grade protection built-in.
o Future-Proof Architecture: Designed for scalability and integration with
advanced Web3 and AI features.

NETRUM WEB3 GATEWAY: THE UNIFIED TOOLKIT
FOR DECENTRALIZED INNOVATION

OVERVIEW: EMPOWERING BUILDERS BEYOND PAYMENTS

The Netrum Web3 Gateway transcends basic payment processing, offering a
comprehensive and powerful suite of tools designed for developers building the
future of the decentralized web. It serves as a sophisticated middleware layer,
providing unified, programmatic access to a vast array of blockchain
functionalities across diverse networks. Through consistent APIs and upcoming
SDKs, developers can seamlessly integrate features like multi-signature
wallets, cross-chain asset swaps and bridges, smart contract deployment and
interaction, NFT creation and management, and decentralized identity components
without the steep learning curve typically associated with multi-chain
development. The Gateway is the engine enabling builders to construct feature-
rich dApps and Web3-integrated platforms with unprecedented speed and
efficiency.

THE DUAL API STRATEGY: FLEXIBILITY MEETS POWER

Understanding that different projects have different needs, Netrum employs a
dual API architecture:
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SIMPLIFIED INTEGRATION: LIGHT API & CHECKOUT TOOLS

o Purpose: Designed for ease of use and quick implementation of common
functionalities, particularly payments and basic wallet operations.

o Audience: Merchants, Web2 businesses adding crypto features, developers
needing straightforward integrations.

o Characteristics: Simplified RESTful endpoints, built-in webhooks, rate-
limited, requires minimal blockchain expertise.

HARD-CORE API: PROGRAMMABILITY & DEEP CONTROL

o Purpose: Offers granular control over complex blockchain interactions,
designed for high-performance and customizable applications.

o Audience: dApp developers, DeFi protocols, NFT platforms, enterprises
requiring sophisticated integrations.

o Characteristics: Extensive RESTful and potentially future WebSocket/gRPC
endpoints, supports advanced operations like contract deployment, batching,
enables direct node interaction via Node, offers local caching and custom
RPC routing, higher throughput limits.

NETRUM NODE DEPLOYMENT: OPTIMIZING PERFORMANCE & DECENTRALIZATION

» Concept: An optional, self-hostable instance of key Netrum infrastructure
components.

o Benefits: Provides ultra-low latency API responses, enhanced reliability
through redundancy, faster local transaction detection/verification,
efficient data caching, and custom RPC routing capabilities.

o Availability: Optional for Pro plan users seeking performance gains;
mandatory for Enterprise clients demanding maximum throughput, control, and
SLA guarantees.
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DEEP DIVE: THE CORE WEB3 API SUITE

o The Gateway provides a rich set of APIs covering essential Web3 building
blocks:

SMART CONTRACT LIFECYCLE MANAGEMENT DEPLOY, READ, WRITE, VERIFY

o Deploy API: Programmatically deploy compiled bytecode to supported chains,
handling gas and nonce management.

» Read/Write APIs: Interact with deployed contracts - call view/pure functions
Read or execute state-changing transactions Write with secure signing and
monitoring.

o Verify API Planned: Integrate with block explorers to automatically verify
deployed contract source code.

SEAMLESS ASSET MOVEMENT: SWAP & BRIDGE APIS

o Swap API: Execute optimal in-app token swaps within or across chains via
integrated DEX aggregators, handling slippage and pricing.

o Bridge API: Facilitate secure, reliable cross-chain asset transfers,
abstracting the complexities of underlying bridge protocols.

TOKENIZATION ENGINE: FT & NFT MANAGEMENT APIS

o« FT API: Interact with fungible tokens ERC-20 etc. - check balances,
transfer, manage allowances. Future plans include standardized deployment
APIs.

« NFT API: Mint, transfer, manage metadata with IPFS integration, query
ownership, and handle approvals for non-fungible tokens ERC-721/1155.

DECENTRALIZED FOUNDATIONS: STORAGE IPFS & DOMAIN APIS

« IPFS API Planned: Easily upload/retrieve data like NFT metadata to/from the
InterPlanetary File System for decentralized storage.

o Domain API: Manage blockchain domain names like ENS - resolve addresses,
register names, contributing to decentralized identity.

ENABLING COLLABORATION: MULTISIG WALLET API

o (Create and manage secure multi-signature wallets programmatically like
Gnosis Safe compatible, defining owners/thresholds,
proposing/signing/executing transactions. Essential for DAOs and secure
treasury management.
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FUTURE-PROOFING: GOVERNANCE & DAO TOOLING APIS PLANNED

o APIs designed to simplify interactions with DAO governance frameworks like
Snapshot integration, on-chain voting contract interactions for proposal
creation, voting, and treasury operations.

EMBRACING SCALABILITY: NATIVE LAYER 2 INTEGRATION

Netrum is built with scalability as a core tenet, offering first-class support
for leading Layer 2 scaling solutions Arbitrum, Optimism, Base, Linea, Scroll
at launch; zkSync, Polygon zkEVM, StarkNet planned. Developers can leverage the
lower fees and higher speeds of L2s seamlessly through the unified NETRUM APIs,
with Swap and Bridge functionalities facilitating essential L1 & L2 liquidity
movement.

FOSTERING GROWTH: SDKS & THE PLUGIN MARKETPLACE
VISION

To maximize developer productivity and ecosystem growth:

o SDKs Upcoming: Official Software Development Kits for JavaScript/TypeScript
NPM, Python PIP, and Go will provide idiomatic wrappers, simplifying
integration and development patterns.

o Web3 Plugin Marketplace Vision: A future marketplace for discovering,
sharing, and utilizing community-built extensions and integrations,
fostering collaboration and accelerating development for specialized use
cases.

NETRUM WEB3 INFRA Al: PIONEERING THE FUTURE
OF DEVELOPMENT

OVERVIEW: Al AS A CO-PILOT FOR WEB3 BUILDERS

Netrum Web3 Infra AI represents our commitment to pushing the boundaries of
Web3 development by integrating artificial intelligence directly into the
infrastructure layer. This visionary suite of tools under development aims to
act as an intelligent co-pilot for developers, automating complex tasks,
enhancing security analysis, providing contextual assistance, and ultimately
lowering the barrier to entry while accelerating innovation. AI within Netrum
is designed to augment developer capabilities, not replace them, making
building secure and sophisticated decentralized applications faster and more
accessible.
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REVOLUTIONIZING SMART CONTRACT DEVELOPMENT

Smart contract creation demands precision and deep security awareness. Netrum
Al aims to significantly streamline this process:

AI-POWERED CODE GENERATION & TEMPLATING

Leveraging large language models trained on audited contracts and best
practices, developers can generate secure, standardized smart contract code
like Solidity from natural language prompts or high-level specifications. This
accelerates initial development and reduces boilerplate. Access to Al-vetted
templates for common patterns like ERC-20, ERC-721, vesting ensures adherence
to best practices from the start.

VOICE-ACTIVATED CONTRACT BUILDER: Al THAT LISTENS &
BUILDS

REVOLUTIONIZING SMART CONTRACT DEVELOPMENT THROUGH MULTILINGUAL VOICE
COMMANDS

Netrum AI takes another leap forward with a voice-activated smart contract
generator an industry-first feature designed to let builders talk their way
into Web3. Whether you're fluent in English, Hindi, Spanish, or any other major
language, our AI voice assistant understands your intent and translates it into
functional, secure smart contract code in real time.

Using advanced natural language processing models and speech-to-code systems,
users can say commands like:

"Create an ERC-20 token contract with mint and burn functions with a 1 million
max supply”

or

"Make a DAO voting contract with quorum and time lock features"

And within seconds, the AI generates the Solidity code, optimized and ready for
deployment. This feature isn't just multilingual it's developer-context aware,
meaning it can suggest optimizations, detect potential security flaws, and help
deploy directly via the built-in Netrum wallet if desired.

Our assistant goes beyond code generation. It enables:
e One-command Deployment — “Deploy this contract to Base Sepolia using my
default wallet”
o Live Testing — “Simulate a token transfer of 500 units to address X"
o Auto-verification — “Verify this contract on Block Explorer”
All actions are securely executed through our AI interface connected with the
Netrum embedded wallet, no third-party wallets required.
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ACCELERATING DAPP CREATION: AUTOMATED FRONTEND
SCAFFOLDING

Bridging the gap between smart contracts and user interfaces is often time-
consuming.

o Netrum AI aims to analyze a contract's ABI and automatically generate basic,
functional frontend components like React, Vue for interacting with its
functions and displaying its state. This capability dramatically speeds up
prototyping and MVP development.

INTELLIGENT SUPPORT: THE WEB3 CHAT ASSISTANT

Navigating Web3 complexities and specific API documentation can be challenging.
e An Al-powered chatbot, trained on Netrum documentation, blockchain
fundamentals, and common development patterns, will be integrated into the
developer portal. It will provide instant answers, code snippets,
explanations, and guidance, serving as a 24/7 interactive support resource.

AI'S ROLE IN ENSURING BEST PRACTICES & SECURITY

Beyond specific features, AI will be woven into the platform to continuously
analyze usage patterns, suggest best practices, and potentially flag anomalous
API usage or contract interactions that might indicate security risks,
contributing to a more secure ecosystem overall.

PHASED Al INTEGRATION STRATEGY

The rollout of Netrum Web3 Infra AI will be iterative. Initial focus during
later testnet phases will likely be on the Chat Assistant and core code
generation/analysis tools. Future enhancements will explore more advanced
capabilities as AI technology evolves, always prioritizing practical value and
security for developers.
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TESTNET PHASE 1 — LAUNCH: FOUNDATION AND
COMMUNITY IGNITION

CORE OBJECTIVES: VALIDATING INFRASTRUCTURE, BUILDING
COMMUNITY AND PRODUCT TESTING

TTestnet Phase 1 focuses on validating the core infrastructure of the Netrum AI
Web3 Gateway APIs under real-world conditions. Participants will also test core
product features such as contract deployment, wallet creation, and API
integrations experiencing how Netrum simplifies Web3 development through its
unified platform.

WAITLIST PROGRAM: NETRUM NODE ACCESS FOR QUIALITY
FEEDBACK

To maximize the value of early feedback, participation in Phase 1 is managed
via a selective whitelist program initially capped at 25,000 participants.
Applicants are vetted based on criteria prioritizing development experience,
potential platform usage, and community engagement to ensure a cohort capable
of providing insightful, actionable feedback.

POINTS SYSTEM: GAMIFYING CONTRIBUTION AND TESTING

A points-based system incentivizes active and meaningful participation. Users
earn points for completing specific tasks from simple onboarding actions to
complex API interactions and valuable bug reports. Point values reflect the
task's difficulty and contribution to testing goals, encouraging thorough
exploration of the platform's capabilities.

LEADERBOARD DYNAMICS: TRANSPARENCY AND
MOTIVATION

A real-time, public leaderboard tracks participants' accumulated points,
fostering friendly competition and providing transparent recognition for the
most active contributors. This serves as both a motivational tool and an
indicator of community engagement levels.
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REWARDING EARLY BELIEF: INCENTIVES FOR PHASE 1
PARTICIPANTS

Netrum deeply values its early supporters. Active Phase 1 participants
achieving high leaderboard rankings will be eligible for exclusive rewards,
such as limited-edition NFTs serving as community badges, priority access to
future testnet phases and features, potential eligibility for future token
allocations or governance roles, and public recognition.

FOCUSED ACTIVITIES: ONBOARDING, CORE API USAGE,
FEEDBACK LOOPS

Phase 1 tasks concentrate on validating core user journeys and functionalities:

» Onboarding: Connecting wallets MetaMask, verifying identity Gmail, engaging
with social channels @netrum_ai.

o Core API Testing: Simulating payments, executing swaps, creating wallets,
testing webhook reliability using the Light API and basic Web3 Gateway
functions on testnet environments.

« Feedback: Submitting structured feedback on usability, documentation,
performance, and bugs via dedicated channels like Discord, forms.

TESTNET PHASE 1

SALDATING CURATED ACCESS FOR = AMIVING TRANSPARENCY AND INCENTIVES FOR PHASE SNIOARDING, COR=
INFRASTRUCTURE, QUALITY FEEDBACK CONTRIBUTION AND MOTIVATION 1PARTICIPANTS API USAGE, FEEDBACK
BUILDING COMMUNITY TESTING LOOPS
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TESTNET PHASE 2 — EXPANSION: BROADENING
SCOPE AND FEATURES

CORE OBJECTIVES: ADVANCED API TESTING, SCALABILITY
PROVING, FEATURE PREVIEWS

Building on Phase 1's foundation, Testnet Phase 2 expands the testing scope
significantly. Objectives include validating the more advanced Hard-Core API
functionalities, assessing the platform's performance under increased load,
introducing early versions of upcoming features for feedback, and growing the
tester community.

ENGAGING WITH ADVANCED FUNCTIONALITY: CONTRACT &
BRIDGE TASKS

Phase 2 introduces tasks focused on the Netrum Payment Gateway's more advanced
capabilities like Test sending & receiving payments on testnet, Simulate
merchant payments (mock checkout), Try smart contract-triggered payments,
Switch chains and test cross-chain support, Handle errors (e.g. wrong network,
low funds), View payment history on dashboard, Explore API/webhook with test
keys.

EXPANDING THE TESTING SURFACE: NEW APIS AND USE
CASES

Testing continues on core functionalities, but Phase 2 introduces a wider range
of scenarios and potentially incorporates refined or newly added APIs based on
Phase 1 feedback and the development roadmap like enhanced NFT API features,
initial Domain API testing. The whitelist cap is increased to bring in more
diverse testers and use cases, including pilot merchants.

EARLY ACCESS: PREVIEWING UPCOMING PLATFORM
ENHANCEMENTS

Participants may gain early, experimental access to features slated for later
release, such as alpha versions of the AI-driven frontend generation tool or
initial integrations with planned networks like zkSync, Solana testnets,
providing crucial pre-release feedback.
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INTENSIFIED BUG HUNTING: ENHANCED REWARDS FOR
VULNERABILITY DISCOVERY

The value placed on identifying bugs, especially security vulnerabilities or
critical functional issues, increases. Higher point rewards and potentially a
more formalized bug bounty structure are implemented to incentivize deep
scrutiny of the expanded platform capabilities.

TESTNET PHASE 2

ADVANCED API TESTING PREVIEWING ENHANCED REWARDS
CONTRACT & BRIDGE NEW APIS AND USE
SCALABILITY PROVING TASKS CASES UPCOMING PLATFORM FOR VULNERABILITY
FEATURE PREVIEWS ENHANCEMENTS DISCOVERY
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TESTNET PHASE 3 — SCALING: TOWARDS MAINNET
READINESS

CORE OBJECTIVES: LARGE-SCALE VALIDATION, Al BETA,
ECOSYSTEM SIMULATION

Testnet Phase 3 is the final, comprehensive pre-mainnet stage focused on
ensuring production readiness. Objectives include validating performance at
scale, launching public betas of major new features like the AI suite, testing
core ecosystem mechanics like staking and the marketplace, and performing final
security audits and refinements.

PUBLIC BETA: INTRODUCING THE ADVANCED WEB3 Al
ASSISTANT

Key components of the Netrum Web3 Infra AI suite are released for broader beta
testing:

Advanced AI Chat Assistant: Powered by large language models, available to all
participants for testing deeper query handling, contextual accuracy, and
multilingual support.

AI Code Generation/Analysis Tools: Wider access for experimenting with LLM-
assisted contract creation, optimization, and security checks. Feedback is
collected on usability and performance.

ECOSYSTEM SIMULATION: API MARKETPLACE & STAKING
BETA

Foundational elements of the future Netrum ecosystem are tested:

o API Marketplace Beta: A simulated environment allowing participants to
explore the proposed marketplace structure, discover sample plugins, and
provide feedback.

o Staking Mechanism Testnet: If applicable, participants test staking
simulated tokens, validating reward calculations and user experience before
potential mainnet implementation.

PERFORMANCE UNDER PRESSURE: SCALABILITY AND LOAD
TESTING

The infrastructure undergoes rigorous stress testing with significantly
increased simulated user loads and transaction volumes across all APIs and
supported chains to identify and eliminate bottlenecks, ensuring readiness for
mainnet traffic.

NETRUM 2025 © All Rights Reserved 21



RECOGNIZING COMMITMENT: EXCLUSIVE MINT FOR TESTNET
VETERANS

A special, limited-edition NFT collection may be minted exclusively for
participants demonstrating consistent, high-value contributions across all
three testnet phases, serving as a permanent, on-chain testament to their early
support.

FINAL PREPARATIONS: LEADERBOARD CONCLUSION &
REWARD PLANNING

The points program concludes. Final leaderboard rankings are determined, and
the Netrum team finalizes the allocation and prepares for the distribution of
rewards according to the established tiers and rules, ensuring transparency in
the lead-up to mainnet consideration.

TESTNET PHASE 3

LARGE-SCALE INTRODUCING THE APl MARKETPLACE & SCALABILITY AND EXCLUSIVE MINT FOR LEADERBOARD
VALIDATION, Al BETA, WEB3 Al ASSISTANT STAKING BETA LOAD TESTING TESTNET VETERANS CONCLUSION &
ECOSYSTEM SIMULATION REWARD PLANNING

NETRUM 2025 © All Rights Reserved 22



WAITLIST & POINTS SYSTEM: FRAMEWORK FOR
COLLABORATIVE GROWTH

GUIDING PHILOSOPHY: INCENTIVIZED COLLABORATION FOR
MUTUAL SUCCESS

The Netrum Waitlist and Points System is more than just a testing program; it's
a strategic framework designed to cultivate a deeply engaged and collaborative
community. Its core philosophy is to identify dedicated early adopters,
incentivize actions that provide maximum value for platform refinement, fairly
reward tangible contributions, and build a loyal user base invested in Netrum's
long-term success. It establishes a meritocratic structure where contribution
directly translates into recognition and reward.

JOINING THE INITIATIVE: WAITLIST APPLICATION &
SELECTION MECHANICS

Access to the incentivized testnet is managed through a structured application
process:

o Application: Prospective participants apply via an official portal,
typically involving wallet connection (MetaMask), social profile linking
(Twitter and Discord), referral verification, Web3 score integration, and
potentially answering questions about their background or intended platform
use.

o Selection: Applications are reviewed based on criteria designed to ensure a
high-quality, diverse tester pool with relevant skills and genuine interest.
While early phases may have limited spots, the process aims for a balance
between broad access and focused feedback.

o Onboarding: Confirmed participants receive access instructions,
documentation links, and guidance on joining community channels like
Discord.

POINT ALLOCATION STRUCTURE: WAITLIST, SOCIAL & WEB3
VERIFICATION

Participants can earn a total of 100 points during Phase 1, distributed across
three key categories:

e 50 points for Social Tasks - Role waitlist

e 25 points for Refer Completion - Role wl-connector

o 25 points for Web3 Score Verification - Role web3Master
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EARNING RECOGNITION: TASK STRUCTURE & POINT
ALLOCATION PRINCIPLES

Participants earn points through active engagement:

o Defined Tasks: A clear catalogue outlines tasks ranging from simple
onboarding actions and social engagement to complex API testing, contract
deployments, feedback submissions, and bug reporting.

o Value-Driven Points: Points are allocated based on task complexity, effort
required, and, crucially, the value provided identifying a critical security
bug yields substantially more points than a simple transaction.

o Verification: Task completion is tracked via automated logs API usage, on-
chain data and manual review feedback quality, bug validity.

ENSURING INTEGRITY: LEADERBOARD GOVERNANCE & FAIR
PLAY

Transparency and fairness are paramount:

o Live Leaderboard: Displays real-time point accumulation and rankings.
Fair Play Enforcement: Robust measures are implemented to detect and prevent
abuse sybil attacks, botting, spam. Violations result in point deductions or
disqualification, ensuring rewards go to genuine contributors.

TANGIBLE VALUE: REWARD TIERS, DISTRIBUTION, AND LONG-
TERM UTILITY

The system offers meaningful rewards structured across multiple tiers based on
final leaderboard standings:

« Reward Types: May include exclusive NFTs verifiable credentials, potential
future utility, stablecoins, priority access to mainnet or features, public
recognition, and significant consideration for potential future Netrum token
allocations or governance participation subject to legal/regulatory
compliance and project decisions.

o Distribution: Rewards are distributed transparently after the conclusion of
the testnet program and final ranking verification.

o Alignment: The reward structure is designed to provide both immediate
recognition and long-term alignment, granting early, active contributors a
tangible stake in the future success of the Netrum ecosystem.
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NETRUM TOKONOMICS

ALLOCATION OVERVIEW

The total Netrum supply is carefully distributed to align long-term ecosystem
health, network security, and broad community participation:
o Treasury & Ecosystem : 30% allocated and locked for 5 years, with a gradual
release of 5% every 6 months thereafter.
o Private & Public Investors : 20% tiered vesting schedules ranging from 12 to
36 months, based on investment rounds.
o Staking Rewards : 10% continuously distributed to stakers to incentivize
long-term participation.
o Testnet Node : Rewards for infrastructure contributors during the testnet
phase, including 4% for Lite Nodes and 6% for Full Nodes.
o Testnet Users & Community : 10% allocated across testnet phases to active
testers, users, and supporters.
o Team & Developers : 10% 4-year vesting schedule with a 1-year cliff to align
long-term contribution.
o Marketing & Partnerships : 5% released based on campaign milestones and
strategic collaborations.
o CEX Liquidity : 5% reserved for centralized exchange liquidity and initial
trading support.

TREASURY & ECOSYSTEM: 30%

This allocation is reserved for long-term ecosystem development, protocol
upgrades, ecosystem scaling, and future innovations. The entire amount 1is
locked for 5 years, followed by a gradual release of 5% every 6 months to
ensure long-term sustainability and responsible growth.

PRIVATE & PUBLIC INVESTORS: 20%

A total of 20% is allocated to private and public investors through tiered
vesting schedules ranging from 12 to 36 months, depending on the investment
stage. This mechanism ensures investor alignment with the long-term success and
stability of the Netrum ecosystem.

STAKING REWARDS: 10%

This portion is dedicated to incentivizing long-term participation and security
within the network. Rewards are continuously distributed to users who stake
tokens, contributing to the integrity and decentralization of Netrum.
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TESTNET USERS & COMMUNITY 10%

Allocated to reward active participants, testers, and community contributors
throughout all phases of the testnet. This distribution strengthens community
engagement and ensures real-world testing of core infrastructure.

TEAM & DEVELOPERS 10%

Reserved for the core team and technical contributors, this allocation follows
a 4-year vesting schedule with a 1-year cliff. This aligns incentives with
long-term commitment, execution, and growth of the Netrum ecosystem.

MARKETING & PARTNERSHIPS 5%

This allocation supports strategic awareness, growth campaigns, and partnership
programs. Funds are released based on milestone achievements, ensuring results-
driven deployment and expansion into new markets.

Centralized Exchange (CEX) Liquidity 5%

Set aside to support initial centralized exchange (CEX) liquidity, ensuring
accessible trading for the community and smooth market integration during early
launch phases.

Marketing

CEX 5%
5%

Treasury & Ecosystem

Testnet Node 30%

10%

Team & Developers
10%

Testnet Users & Community
10%
Private & Public Investors

Staking Rewards 50%

10%
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THANK YOU

Thank you for reading our whitepaper
—your interest drives our innovation
and we welcome your feedback.

Message

hello@netrumlabs.com
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